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Our ref: FOI 26/18

Dear .

Thank you for your request of 4th April 2026 in which you asked:

1t May 2026

| would like to request the following information for each calendar year from 2020 to

2026 inclusive:

1. The number of cyber security breaches that have being identified that were
found to be a result of a malicious threat actor (i.e. not accidental data
breach)

2.  The breakdown in high-level causes of these breaches as identified by cyber
security incident response teams (CSIRTs), for example (but not limifed to)
unpatched software/hardware, lack of multi-factor authentication (MFA),
leaked user credentials, lack of in-transit encryption, etc

3. The number of breaches that occurred that were atfributed fo a previously
known vulnerability to the organisations hardware, software, policies, or
processes, for example where system was known fo be at risk due to being
unpatched or out of support, or security controls were recommended but not
enforced, and was defined within the resulting incident response report.

4.  The estimated combined cosfs incurred as a resulf of cyber security breaches
defined in request number one in each year.

No specific details are requested in relation to software/hardware utilisation, but
rather high-level causes of breaches. | believe the high-level nature of this request
does not allow for the use of s.31(1)(a) of the FOIA as this would not be likely to
prejudice the security of your systems or data, as these are historical incidents which
have since been dealt with. The public interest in understanding breach causes
across public sector organisations outweighs the pubilic inferest in the exemption.

We have provided our response below:

The Royal Parks does not hold this information; there has been no cyber security
breaches as a result of a malicious threat actor since 2020 to the present day.

I hope this information satisfies your request.

Right of Review

If you are dissatisfied with this response, you may request an infernal review within 40
working days of the date of this letter, quoting the reference at the top of the page
and should be addressed to:

Records Manager
The Royal Parks

The Royal Parks, The Old Police House, Hyde Park, London W2 2UH
T: +44 (0)300 061 2000 E: hq@royalparks.org.uk

The Royal Parks is registered in England and Wales:

Company Registration No: 10016100 Registered Charity No: 1172042
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The Old Police House

Hyde Park

London

W2 2UH

Email: records@royalparks.org.uk

If you are not content with the outcome of the internal review, you have the right to
apply directly to the Information Commissioner for a decision, quoting the reference
at the top of the page. The Information Commissioner can be contacted at:

Information Commissioner's Office
Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

Yours sincerely,

Records Manager | records@royalparks.org.uk | www.royalparks.org.uk |
The Old Police House | Hyde Park | London | W2 2UH






